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1. Introduction

A group of independent mobile nodes each of
which can communicate with each other using
radio waves without any centralized management
is called Mobile Ad-Hoc Network (MANET).
Nodes communicate with each other using
wireless interface. Mobile nodes falling within
radio range of each other can communicate
directly with each other without using intermediate
nodes which act as routers. Whereas nodes which
don’t falls within the range of radio waves can use
intermediate nodes to route their information
packets to the destination [6]. Mobile Ad-Hoc
Networks have a number of various applications. It
can be established in areas where quick and
temporary networks are required or it can also be
established in some emergency scenarios such as
in the battle field etc [8]. The classifications of
Mobile Ad-Hoc routing protocols based on routing

Messages  information  update  mechanism
employed are Proactive/Table driven Routing
Protocol, Reactive/On-Demand Routing Protocol
and Hybrid Routing Protocol [2]. MANETSs have
several silent characteristics such as Dynamic
topology, Distributed operation, Multi hop routing,
Light-weight terminals etc. which provides it
flexibility that it can be setup and work at any
place or point without the help of any fixed
infrastructure and check point. But because of
these characteristics it is also vulnerable to many
types of attack [1]. Attacks can be performed at
different layers of MANET. Black Hole Attack is
one of the several attacks that are possible in
MANETSs. Black Hole Attack works at network
layer as its main aim is to drop data rather than
forwarding the data when it receives the data [4].
Black Hole Attack is among numerous attacks and
is taken into account for AODV and TORA
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routing protocols in MANET. A performance
comparison of MANET routing protocols i.e. Ad-
Hoc On-Demand Distance Vector (AODV) and
Temporarily Ordered Routing Algorithm (TORA)
under Black Hole Attack have been done finding
out which protocol is more vulnerable to attack.

2. Ad-Hoc On-Demand Distance
Routing Protocol (AODV)

Vector

AODV is an Ad-Hoc reactive routing protocol
which implies that it establishes a route to a
destination only on demand. When the source node
needs to send a packet to the destination node
within the network only then the event of route
discovery procedure in AODV takes place. As a
result of its fine operation even in high load
conditions, it consumes very low memory for its
operation in comparison to other routing protocols.
It’s one of the most widely used protocols in
Mobile Ad-Hoc Networks. Flooding method is
being used by AODV in order to search a route to
the destination and the number of route request
packets rebroadcasted by the node is proportional
to the total number of nodes [11]. In AODV, there
is no requirement of maintaining the information
about the routes by nodes which do not participate
in the communication.

The AODV routing protocol consists of
two steps: Route Discovery and Route
Maintenance. In route discovery, if a route from
the source to the destination does not exist, the
route request (RREQ) messages are broadcasted
by the source node to its neighbours. When RREQ
message reaches to some intermediate node that
has a fresh route to the destination or to the
destination itself then reply is send back to the
source regarding route to the destination in the
form of route reply message (RREP) and forward
path is setup to send data from source to
destination. After receiving RREP message, source
node can start sending the data through selected
route. But it is also possible that nodes get out of
range in the network. So selected route will be
broken. In that case route maintenance is required.
In maintaining routes, the node which identifies

the route disconnection, sends route error message
(RERR) to other node on the selected route and
invalid entries are removed from their routing
tables as each node maintain table for its
neighboring nodes only and if route from source to
destination is still required then route discovery
process is initiated again [9].

3. Temporally Ordered Routing Algorithm
(TORA)

Temporally Ordered Routing Algorithm (TORA)
is a distributed, extremely adjustive routing
protocol that is additionally called link reversal
protocol. TORA uses a discretional height metric
to ascertain an immediate direct acyclic graph and
length of the route that physically (DAG) leads to
the destination. As a result, multiple routes
typically exist for a given destination however
none of them are necessarily the shortest route. In
order to find route to the destination, TORA does
not exploit the shortest concept instead the
direction of the next destination is maintained by
TORA algorithm to forward the packets. Therefore
one or more downstream links are maintained by
the source node. TORA reduces the control
messages within the network by allowing the
nodes to request for a route only when it requires
sending a packet to the destination [7].

TORA is a complicated routing algorithm
as compared to other routing algorithms. Three
basic functions performed by the protocol are:
Route discovery, Route maintenance and Route
erasure [5]:

3.1 Route Discovery

When a node has no route to the destination and
needs a route only then route discovery process is
initiated. The QRY and UPD packets are
employed for creating routes. When query packet
(QRY) is received by an intermediate node with
fresh enough routes to the destination, an update
packet (UPD) propagates back to the source node
setting the heights of all upstream nodes and route
is created from the source to the destination. The
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source node then uses that route to send data to the
destination [5].

3.2 Route Maintenance

Due to node mobility, the established routes can
get broken and once it is discovered by a node that
a route to the destination is not valid any more
then route maintenance is important for
reestablishing a DAG leading to the same
destination [5].

3.3 Route Erasure

When a network partition takes place, the height of
the node and also the heights of all its neighbors
are set to NULL for the destination in its table and
a CLR (Clear) packet is broadcasted [5].

4. Black Hole Attack

MANETS are at risk of numerous attacks carried
out intentionally by attacker against MANETS to
disrupt the normal network performance. Among
numerous attacks, Black Hole is one kind of attack
which happens in MANET. It is active attack
within which a malicious node will lure all
information packets by incorrectly claiming a
contemporary route to the destination and once the
malicious node is chosen as a route, the malicious
node executes to forbid forwarding the information
packets [10].

Black Hole Attack can be classified into two
classes [3]:-

4.1 Single Black Hole Attack

In Single Black Hole Attack, single node acts as a
malicious node inside a zone.

4.2 Cooperative Black Hole Attack

In Collaborative Black Hole Attack, more than one
node in a group performs malicious activity.

Fig. 1 shows the Black Hole problem. The figure
shows that node “F” is acting as the source node,
node “E” is acting as the destination node and
node “B” is acting as the Black Hole node. Node
“F” wants to send data to node “E”. Route
discovery process is initiated by node “F”. On
receiving route request message, node “B” claims

that it has a recent and short route to node “E” and
sends a RREP to node “F” within no time. After
receiving RREP, node “F” is convinced that node
“B” has a recent and short route to node “E” then
node “F” reject all other RREPs from other nodes
in the network and starts sending data through
node “B”, which in turn drops the data instead of
forwarding it to the destination [12].

Sender Destination

Figure 1: Black Hole Attack

5. Performance Metrics

The metrics used to compare the performance of
AODV and TORA with Black Hole Attack are
End-to-End Delay, Throughput, Network Load,
Packets Received, Packets Dropped and Routing
Overhead.

6. Simulation Results

For the simulation, NS2 (v-2.35) network
simulator is used on Linux Platform. XGRAPH
utility has been used to draw graphs and analyze
the results. Radio propagation model is being used
in this simulation with antenna type as Omni
directional. At the physical and data link layer,
IEEE 802.11 is used. The channel used is Wireless
Channel. At the network layer, AODV and TORA
are used as the routing protocol. Black Hole
Attack works at network layer.

Node 7 and Node 8 are acting as the source nodes,
Node 5 is acting as the destination node and Node
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1 is acting as the Black Hole node in AODV and routing protocol with Black Hole Attack is higher

TORA with Black Hole Attack. than the End-to-End Delay of TORA routing
protocol with Black Hole Attack.

Fig. 2 shows the simulation of AODV routing

i R
protocol with Black Hole Attack.

delayAOIVbh, tr
3 delayTORABh, tr

Figure 2: AODV Routing Protocol with Black . /
Hole Attack
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Fig. 3 shows the simulation of TORA routing Figure 4: End-to-End Delay of AODV vs. TORA

6.1.2 Comparative Analysis of Throughput

o Fig. 5 shows the Throughput of AODV vs. TORA
o || & o routing protocols with Black Hole Attack. It shows
) that the Throughput of AODV routing protocol

with Black Hole Attack is less than Throughput of
TORA routing protocol with Black Hole Attack
T YRS YATRF AT TSP and remains less.

o
©

Figure 3: TORA Routing Protocol with Black
Hole attack
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o

For performing the work, simulation of AODV
and TORA with Black Hole Attack has been done.
After that, the results are averaged to evaluate and
compare their performance of AODV and TORA
with Black Hole Attack. The results obtained are /
illustrated in the form of graphs on the basis of /
each metric calculated. . )

. /

0.0000 —

6.1 Results of AODV vs. TORA routing
protocols with Black Hole Attack

6.1.1 Comparative Analysis of End-to-End
Delay

Fig. 4 shows the End-to-End Delay of AODV vs. Figure 5: Throughput of AODV vs. TORA

TORA routing protocols with Black Hole Attack. routing protocols with Attack

It shows that the End-to-End Delay of AODV
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6.1.3 Comparative Analysis of Network Load

Fig. 6 shows the Network Load of AODV vs.
TORA routing protocols with Black Hole Attack.
It shows that the Network Load of TORA routing
protocol with Black Hole Attack is higher than
Network Load of AODV routing protocol with
Black Hole Attack.

NetuorkLoad
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Figure 6: Network Load of AODV vs. TORA
routing protocols with Attack

6.1.4 Comparative Analysis of Packets Received

Fig. 7 shows the Packets Received by AODV vs.
TORA routing protocols with Black Hole Attack.
It describes that Packets Received by AODV
routing protocol with Black Hole Attack is less
than the Packets Received by TORA routing
protocol without Black Hole Attack.

PacketsReceived

packetsrecAIDVEh, tr
P tr
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Figure 7: Packets Received by AODV vs. TORA
routing protocols with Attack

6.1.5 Comparative Analysis of Packets Dropped
Fig. 8 shows the Packets Dropped by AODV vs.
TORA routing protocols with Black Hole Attack.
It shows that the Packets Dropped by AODV
routing protocol with Black Hole Attack is greater
than Packets Dropped by TORA routing protocol
with Black Hole Attack.

Packetslropped

packetadropAOTVER tr
© packetsdropTORAbh tr
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Figure 8: Packets Dropped by AODV vs.
TORA routing protocols with Attack
6.1.6 Comparative  Analysis of Routing
Overhead

Fig. 9 shows the Routing Overhead of AODV vs.
TORA routing protocols with Black Hole Attack.
It shows that Routing Overhead of TORA routing
protocol with Black Hole Attack is higher than the
Routing Overhead of AODV routing protocol with
Black Hole Attack. This is because data is dropped
by the Black Hole node

Routinglverhead
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outinglh tr
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Figure 9: Routing Overhead of AODV vs. TORA
routing protocols with Attack
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Table 1: Result of AODV vs. TORA (with Black
Hole Attack)

Protocols & AO.DV TORA with
with

Parameters Attack Attack
End-to-End Delay High Low
Throughput Low High
Network Load Low High
Packet Received Low High
Packets Dropped High Low
Routing Overhead Low High

7. Conclusion
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