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Abstract:  

In this paper, we deal with Steganography where Steganography is the art and science of 

communicating in a way which hides the existence of the communication. [1]The goal of steganography 

is to hide messages inside other harmless message in a way that doesn’t allow enemy to even detect that 

there is second message present. In an audio Steganographic method [2], we can adjust the bits in such 

a way so that the stego audio signal resulting from embedding data in higher LSB layer is perceptually 

indistinguishable from the host audio signal. In addition with Steganography, Cryptography has been 

added to provide more security for the message. 

Keywords: Auditory System (HAS), LSB encoding, Cover Audio, Stego Audio. 

1. Introduction 

Steganography is the art and science of writing 

hidden messages in such a way that no one, apart 

from the sender and intended recipient, suspects 

the existence of the message, a form of security 

through obscurity. Steganography works by 

replacing bits of useless or unused data in regular 

computer files (such as graphics, sound, text, 

HTML, or even floppy disks) with bits of 

different, invisible information. LSB coding is one 

of the earliest techniques studied in the 

information hiding and watermarking area of 

digital audio (as well as other media types). Here 

4
th

 bit LSb coding technique is used where 4
th

 bit 

of selected sample is replaced by message bit. 

Also an adjustment algorithm has been provided 

which makes the Stego-audio and cover- audio 

less distinguishable. The main advantage of the 

LSB coding method is a very high watermark 

channel bit rate and a low computational 

complexity of the algorithm and in addition to this  

 

provides low quantization noise. The perceptual 

quality has been improved. Those who want a very 

secure private communication can combine 

encryption and Steganography. Encrypted data is 

more difficult to recognize from naturally 

occurring phenomena than plain text. There are 

several tools by which we can encrypt data before 

hiding it in the chosen medium. In some situations, 

sending an encrypted message will across 

suspicion while an invisible message will not do 

so. Both methods can be combined to produce 

better protection of the message. In case, when the 

Steganography fails and the message can be 

detected, it is still of no use as it is encrypted using 

cryptography techniques. 

2. Literature Review 

Data hiding in the least significant bits (LSBs) of 

audio samples in the time domain is one of the 

simplest algorithms with very high data rate of 
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additional information. The LSB watermark 

encoder [5] usually selects a subset of all available 

host audio samples chosen by a secret key. The 

substitution operation on the LSBs is performed on 

this subset, where the bits to be hidden substitute 

the original bit values. Extraction process simply 

retrieves the watermark by reading the value of 

these bits from the audio stego object. Therefore, 

the decoder needs all the samples of the stego 

audio that were used during the embedding 

process. The random selection of the samples used 

for embedding introduces low power additive 

white Gaussian noise (AWGN) [6]. It is well 

known from the psychoacoustics literature that the 

human auditory system (HAS) is highly sensitive 

to AWGN. That fact limits the number of LSBs 

that can be imperceptibly modified during 

watermark embedding. The main advantage of the 

LSB coding method is a very high watermark 

channel bit rate; use of only one LSB of the host 

audio sample gives capacity of 44.1 kbps 

(sampling rate 44 kHz, all samples used for data 

hiding) and a low computational complexity.  The 

obvious disadvantage is considerably low 

robustness, due to fact that simple random changes 

of the LSBs destroy the coded watermark. As the 

number of used LSBs during LSB coding 

increases or, equivalently, depth of the modified 

LSB layer becomes larger, probability of an easy 

way to comply with the conference paper 

formatting requirements is to use this document as 

a template and simply type your text into it. 

Making the embedded message statistically 

detectable increases and perceptual transparency of 

stego objects is decreased. Therefore, there is a 

limit for the depth of the used LSB layer in each 

sample of host audio that can be used for data 

hiding [7]. Subjective listening test showed that, in 

average, the maximum LSB depth that can be used 

for LSB based watermarking without causing 

noticeable perceptual distortion is the fourth LSB 

layer when 16 bits per sample audio sequences are 

used. The tests were performed with a large 

collection of audio samples and individuals with 

different background and musical experience. 

None of the tested audio sequences had perceptual 

artifacts when the fourth LSB has been used for 

data hiding although in certain music styles, the 

limit is even higher than the fourth LSB layer. 

Robustness of the watermark, embedded using the 

LSB coding method, increases with increase of the 

LSB depth used for data hiding. Therefore, 

improvement of watermark robustness obtained by 

increase of depth of the used LSB layer is limited 

by perceptual transparency bound, which is the 

fourth LSB layer for the standard LSB coding 

algorithm. 

3. Audio Steganography and Cryptography 

Audio steganographic system is characterized by 

three features viz. transparency, capacity and 

robustness. While modification, the transparency 

of the signal gets distorted. Perceptual 

transparency is defined as inaudibility of distortion 

in cover audio file. The perceptual distortion 

caused due to embedding should be below the 

masking threshold value estimated based on the 

HAS and the host media [1]. 

 

 
Figure 1: Basic principle of Audio Steganography 

(Embedding) 

When hiding information inside Audio files the 

technique usually used is low bit encoding which 

is somewhat similar to LSB that is generally used 

in Images. The problem with low bit encoding is 

that it is usually noticeable to the human ear, so it 

is a rather risky method for someone to use if they 

are trying to mask information inside of an audio 

file. In this paper, a novel method that is able to 

shift the limit for transparent data hiding in audio 

from the 1st LSB layer to the fourth LSB layer, 

using a two-step approach. In the first step, a 

watermark bit is embedded into the 4
th

 LSB layer 

of the host audio using a novel LSB coding 

method. In the second step, the impulse noise 

caused by watermark embedding is shaped in 

order to change its white noise properties.  

The major task of the audio steganography is to 

provide the user the flexibility of passing the 

information implementing the algorithms proposed 

and store the information in a form that is 

undetectable. This Application has a reversal 
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process, which is used to de-embed the data file 

from audio file and convert the data to its original 

format upon the proper request by the user.  

The Fig.2 is the basic block diagram of the 

extraction process. The information to be 

embedded into the LSB layer has been extracted 

using the same Stego key and using the same 

algorithm. 

The embedding and extraction uses the shares the 

same keys. 

 

 
Figure 2: Basic principle of Audio Steganography 

(Extraction) 

 

The above were the steganography embedded and 

extraction method by which one can hide and 

extract the data using proposed algorithm. Before 

hiding, the data can be encrypted using symmetric 

key cryptography and same can be decrypted at the 

receiver side using the same key. This method of 

hiding and encrypting provides greater security in 

data transmission. Cryptography is the study of 

methods of sending messages in distinct form so 

that only the intended recipients can remove the 

disguise and read the message. The message we 

want to send is called Plain text & the disguised 

message is called Cipher text. The process of 

converting the plain text into cipher text is called 

Enciphering/Encryption whereas the process of 

converting the cipher text into plain text is called 

Deciphering/ Decryption. [5] 

 

 
 

Figure 3: Symmetric Key Cryptography 

Encryption protects contents during the 

transmission of data from the sender to receiver. 

However after receipt and decryption, the data is 

no longer protected and is clear. Steganography 

hides messages rather than encrypting the 

message, it is embedded in the data (that has to be 

protected) and doesn’t require secret transmission. 

The message is carried inside data. Symmetric 

cryptography has been used here as sharing the 

same key for encryption and decryption purposes 

shown in Figure 3. 

4. Proposed Methodology 

 

   Data Hiding 

1. Select Audio Wave file. 

2. Select Key File. 

3. Select Secrete data. 

4. Encrypt Secrete data using Symmetric key 

cryptography. 

5. Select audio Samples as per key file 

content. 

6. Hide encrypted data in selected audio 

samples. 

7. Save Audio Data. 

 

 

 Data Extraction 

1. Select Audio File. 

2. Select Key file. 

3. Extract data (Encrypted). 

4. Decrypt Data. 

5. Save Data. 

3.1 Proposed LSB Method for Hiding 

We developed a novel method that is able to shift 

the limit for transparent data hiding in audio from 

the fourth LSB layer to the sixth LSB layer, using 

a two-step approach. In the first step, a watermark 

bit is embedded into the I 
th

 LSB layer of the host 

audio using a novel LSB coding method. In the 

second step, the impulse noise caused by 

watermark embedding is shaped in order to change 

its white noise properties. The standard LSB 

coding method simply replaces the original host 

audio bit in the I 
th

 layer (i=1, 16) with the bit from 

the watermark bit stream. In the case when the 

original and watermark bit are different and I th 

LSB layer is used for embedding the error caused 

by watermarking is 2^i-1 quantization steps (QS) 

[9] (amplitude range is [-32768 to 32767]). The 

embedding error is positive if the original bit was 
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0 and watermark bit is 1 and vice versa. The key 

idea of the proposed LSB algorithm is watermark 

bit embedding that causes Minimal embedding 

distortion of the host audio. It is clear that, if only 

one of 16 bits in a sample is fixed and equal to the 

watermark bit, the other bits can be flipped in 

order to minimize the embedding error [10]. 

Algorithm Working: 

   If host sample a>0 

 If bit 0 is to be embedded 

 If ai-1 =0 then ai-1ai-2-----a0 = 11....1 

 If ai-1 =1 then ai-1ai-2-----a0 = 00....0 

 If ai+1 =0 then ai+1 =1 

 Elseif ai+2 =0 then ai+2 = 1 

 ........ 

 Elseif a15 =0 then a15 =1 

    Else if bit 1 is to be embedded 

    If ai-1 =1 then ai-1 ai-2 ----- a0 =00....0 

 If ai-1 = 0 then ai-1 ai-2 ----- a0 = 11.....1 and 

 If ai+1 = 1 then ai+1 =0 

 Else if ai+2 =1 then ai+2 = 0 

 ........ 

 Else if a15 =1 then a15 =0 

   Else if bit 1 is to be embedded 

   If host sample a<0 

   If bit 0 is to be embedded 

   If ai-1 =0 then ai-1 ai-2 ----- a0 = 11....1 

 If ai-1 =1 then ai-1ai-2-----a0 = 00....0 and 

 If ai+1 =0 then ai+1 =1 

 Else if ai+2 =0 then ai+2 = 1 

       ........ 

 Else if a15 =0 then a15 =1 

 Else if bit 1 is to be embedded 

   If ai-1 =1 then ai-1ai-2-----a0 =00....0 

   If ai-1 =0 then ai-1ai-2-----a0 = 11.....1 

 If ai+1 =1 then ai+1 =0 

 Elseif ai+2 =0 then ai+2 = 1 

 ........ 

 Elseif a15 =1 then a15 =0 

 Else if bit 1 is to be embedded 

For example, if the original sample value was 

0...010002=810, and the watermark bit is zero is to 

be embedded into 4th LSB layer, instead of value 

0...000002=010, that would the standard algorithm 

produce, the proposed algorithm produces sample 

that has value 0...001112=710, which is far more 

closer to the original one.  

 

However, the extraction algorithm remains the 

same; it simply retrieves the watermark bit by 

reading the bit value from the predefined LSB 

layer in the watermarked audio sample. In the 

embedding algorithm, the (i+1)
 th 

LSB layer (bit ai) 

is first modified by insertion of the present 

message bit [11, 12]. Then, the algorithm given 

below is run. In case that the bit ai need not be 

modified at all due to being already at a correct 

value, no action is taken with that signal sample. 

Underlined bits (ai) represent bits of watermarked 

audio. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Data Hiding 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Data Extraction 

5. Result and Discussions 

The proposed technique has been implemented, 

tested and verified. During testing we consider 

large target messages and successfully hide those 

in an audio file without create any detectable 
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perception of human being. But here for better 

understanding we show the results of our 

technique using a message file hidden within an 

audio clip.  

 

Firstly we choose the target message and the cover 

audio file. (.wav file) 

 

5.1   Input Wave Segment of the cover audio:  

 

 

 

 

 

 

   Figure 6: Wave Segment (cover Audio) 

  

Due to large cover audio the total file has been 

divided into segments. Here it has been divided 

into two segments whose power spectrum, Fourier 

transforms and sound spectrum has shown below 

in the following figures. 

 

5.2   Power Spectrum of Input Wave Segment: 

 

The power spectrum of one of the segment of 

input carrier audio is as shown in figure 7. 

 

 
 Figure 7: Power Spectrum of cover Audio 

 

5.3 Fourier Transform of Input Wave Segment: 

 

 
 Figure 8: Fourier Transform (Cover Audio) 

5.4 Sound Spectrum of Input Wave Segment: 

 

 
  Figure 9: Sound Spectrum (cover audio) 

 

The sound spectrum of one of the segment of 

segmented cover audio is shown in figure 9. 

 

5.5 Result Wave Segment of the Stego File 

 

 

 

 

 

 

   Figure 10: Wave Segment (Stego-Audio) 

Due to large Stego or resultant audio, the whole 

file has been divided into segments.   

5.6 Power Spectrum of Result Wave Segment: 

 Figure 11: Power Spectrum (Stego-Audio) 

The power spectrum of one of the segment of 

segmented stego audio is as shown in figure 11. 
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5.7 Fourier Transform of Result Wave 

Segment: 

Figure 12: Fourier Transform (Stego-Audio) 

5.8 Sound Spectrum of Result Wave Segment: 

 

 Figure 12: Sound Spectrum (Stego audio) 

Experimental results indicate that our proposed 

watermarking system shows strong 

imperceptibility against several kinds of attacks 

such as noise accumulation, cropping, re-sampling, 

re-quantization, and MP3 density and achieves 

similarity values ranging from 95 to 99. Here the 

achieved similarty factor between cover audio and 

stego audio is 99. 
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