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Abstract 

Sharing of resources like processing, data, services etc. through a web based delivery system constitutes the 

concept of a cloud based computing normally. The supplier presents all its resources via the web which may 

be accessed by the buyer on multiple devices and platforms on-demand. These will be simply provisioned as 

per demand with very little or no effort. Examples of cloud computing resources are Google Maps by 

Google, Amazon Web Services by Amazon and so on. Over the past few years, there has been an exponential 

growth within the field of cloud computing because the need for services on-the-go for mobile platforms has 

seen a speedy increase in demand. This successively has spurred the requirement for multiplied security 

measures for cloud computing. Security is the primary issue for cloud as well as other internet services. The 

primary reason preventative of a complete adoption of cloud computing is in truth the various security 

problems it comes with, despite however useful it's going to be. A number of these problems like knowledge 

breach, hacking, malware, DoS attacks are fairly acquainted and almost like the protection issues of a 

familiarweb services and systems. Whereas threats like abusing cloud services, APT parasites etc are 

specific to cloud computing. The end-user of cloud services can perpetually be troubled by the protection, 

vulnerabilities and convenience of their knowledge on cloud servers. The principal objective of this paper is 

to debate such threats and vulnerabilities in cloud computing. This study will modify customers, vendors as 

well as fellow researchers to have an insight regarding key issues associated with cloud security. 

Keywords: Cloud computing, Cloud Computing Security, Knowledge privacy, Vulnerabilities, Threats, Data 

breach, Cloud service. 

 

Introduction 

The rise of the web and its connected services has 

led to lots of development and analysis within the 

field of cloud computing. Cloud computing has 

become a progressively vital service in recent 

years owing to its extreme usability and 

omnipresent nature of delivery. The arrival of the 

web age has successively demanded such a 

service that is accessible throughout the globe on 

multiple devices facilitating a similar services on 

every device connected. The buyer and vendor 

relation has improved because of cloud 

computing. The buyer may be additionally 

specific regarding their needs which may be 

simply communicated to the seller. The seller will 

effortlessly offer its services to multiple 

customers, neutering and tweaking parts of the 

service as and once needed. “In a cloud based 

computing infrastructure, the resources are usually 

in somebody else's premise or network and 

accessed remotely by the cloud users.”
 [17]

 The 

processing is largely done on cloud servers of the 

seller whereas the user solely provides the seller 

with mostly knowledge and different info relating 

to the computation and process. This knowledge is 

kept on the cloud servers of the seller. Scalability 

is one of the most important blessings of cloud 

computing. There are three major styles of 

services that represent cloud computing, namely: 

1. Software as a Service (SaaS): It's typically 

hosted centrally and accessed by users supporting 

a subscription. With SaaS, there's no need for a 



 

Sreejit Dutta                                                         www.ijetst.in Page 4748 
 

IJETST- Vol.||03||Issue||11||Pages 4747-4752||November||ISSN 2348-9480 2016 

firm to run applications on their own servers or 

data centers. 

2. Infrastructure as a Service (IaaS): In IaaS 

model, a third-party supplier hosts hardware, 

software, servers, storage and different 

infrastructure parts for its customers and provides 

the applications to manage it. 

3. Platform as a Service (PaaS): Typically, in 

PaaS the supplier provides the hardware in terms 

of servers, data centers and applications for 

development as software. 

 

Companies areopting a cloud based delivery 

system as a result of most cloud based IT 

solutions need one to acquire specific resources to 

be used and not for the complete resource. This 

considerably reduces the value and conjointly 

allows easier management. Cloud services 

facilitate a company to satisfy the apace ever-

changing desires of ever growing market, giving 

them a foothold and ensuring they're in-par with 

fellow competitors. Cloud computing enhances 

the market convenience of corporations and 

likeability among the users of the services. 

Corporations like Google, Yahoo, Amazon, and 

Microsoft have sharply been operating towards 

the development, preparation and providing cloud 

services that have are the foremost technologically 

advanced and up to standards. Not solely do they 

cater to the wants of huge firms but as well for the 

small and mid-size industries, resulting in a 

generation of startups that doesn't have to worry 

regarding the physical aspect of the company, i.e. 

buyingdata centers, servers and different 

connected hardware. All this can be taken care of 

by cloud suppliers and also the startups and 

individualsonlyhave to worry regarding their own 

computer code and concepts permitting them to 

have faith in their business growth and not the 

physical resources. 

 

Service Models 

Cloud Service models are divided into 3 subparts: 

1. Software-as-a-Service (SaaS): “SaaS can 

be described as a process by which 

Application Service Provider (ASP) 

provide different software applications 

over the Internet. This makes the customer 

to get rid of installing and operating the 

application on their own computer and 

also eliminates the tremendous load of 

software maintenance; continuing 

operation, safeguarding and support.”
[3]

All 

the IT infrastructure like the software 

package, servers, network, data center, 

power are the responsibility of the vendor 

and is to be provided once the user 

subscribes to the service. The seller ought 

to conjointly offer upgrades, patches, 

backups moreover to the buyer. Google 

apps, Salesforce.com areexamples of SaaS. 

2. Platform-as-a-Service(PaaS): “PaaS is the 

delivery of a computing platform and 

solution stack as a service without 

software downloads or installation for 

developers, IT managers or end-

users.”
[5]

PaaS encompasses a high-level 

integration of cloud infrastructure, chiefly 

for the aim of testing and implementing 

cloud services. Management of the 

infrastructure lies with the seller but the 

user is entirely to blame for management 

of the configurations and applications that 

are deployed. Examples: Google App 

Engine, Microsoft Azure. 

3. Infrastructure-as-a-Service (IaaS):  

Infrastructure as a Service is the sharing of 

hardware resources by the means of 

virtualization. Servers, information centers 

and networks are simply accessible and 

configurable on-demand. The customer 

pays for the maximum amount of usage 

and not for the whole data center or cloud. 

The suppliers provides solely the hardware 

and tools to manage the software however 

the management of application rests with 

the user. 
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Figure 1. High level view of cloud service models 

 

Security Issues in Cloud Computing 

There are numerous parts in cloud computing like 

applications, platforms and infrastructure. Every 

one of them contains a completely different 

functionality and might supply differing types of 

services and products. A lot of variety of 

applications of cloud suggests that there would be 

a lot of security problems. The integration of 

various parts and technologies makes it difficult to 

own a secure cloud service. A number of these 

services are databases, virtualization, operating 

systems, networks, scheduling, transactions, 

backups, load balancing, concurrency and 

memory management. There is also completely 

different security problems for every of the 

systems and technologies. For example- The 

information must be secure because it contains all 

the sensitive information stored by the user and it 

may be attacked or infiltrated by a hacker. All 

information shouldn't solely be encrypted 

however it ought to be madesure that there are 

specific protocols and policies once information is 

shared and retrieved or stored.The primary issues 

of security are: 

1. Server & Application access: Unlike 

traditional data centers where the access to 

servers is merely on-the-scene, in cloud 

computing the admin access is through the 

web. This will increase the chance of a 

breach. Thus it's necessary to rigorously 

monitor and manage all administrative 

access in cloud computing. All security 

policies ought to be made clear between 

the vendor and the user. 

2. Data Transmission: A large quantity of 

information transmission takes place in 

cloud computing. These include 

transmissions between the vendor and the 

user, user to user transmission and user to 

third-party transmission. Encryption is 

probably the simplest way to ensure all 

data transmissions are secure and also the 

information reaches the supposed 

destination without altering and 

modification maliciously. Any attacker 

will place themselves between the vendor 

and user to steal information while not 

letting either parties comprehend the 

breach, this is often referred to as man-in-

the-middle attack. Auditing and limiting 

access of information by means of access 

controls and levels as well as 

authentication management ensures in 

security of the data. 

3. Virtual Machine Security: Virtualization 

techniques are one of the major advantages 

of cloud computing. Virtual machines are 

dynamic i.e it can quickly be reverted to 

previous instances, paused and restarted, 

relatively easily. Ensuring that different 

instances running on the same physical 

machine are isolated from each other is a 

major task of virtualization. 
[11]

 This 

dynamic nature of virtualization and VMs 

increases the security challenge to making 

sure total VM security. There are a lot of 

vulnerabilities and errors. The root access 

to a Virtual Machine and a Virtual 

Machine Monitor should be extremely 

restricted and secure and the guest session 

should not have the privilege of root 

access, 

4. Network Security: Security threats 

related to networks are DNS attacks, 

sniffer attacks, reused IP address etc. 
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Sometimes when a server is called by 

name, the user is sent to a different server 

instead of the one asked for. We can use 

DNSSEC to reduce the effect of DNS 

threats. Sniffer attacks capture packets 

which go through networks or routers. 

Usually these packets are not encrypted, 

making it easier for attackers to catch them 

and retrieve any data and information 

stored. 

5. Data Security: HTTP is the preferred 

mode of protocol in cloud computing for 

exchange of data and information, 

however HTTP is not a secure link. 

HTTPS is therefore adopted to make sure a 

secure connection is taking place. Strong 

encryption techniques should be adopted 

to get rid of vulnerabilities and threats. 

Cryptography should keep on advancing 

with development of newer and better 

encryption/decryption techniques as the 

older ones are constantly cracked and 

deciphered by attackers. 

6. Data Privacy: Privacy of data is one of 

the key concerns of the user. The 

responsibility of making sure that no data 

is leaked and is confidential between the 

user and the vendor is important not only 

for building trust but for legal reasons as 

well.  

7. Data Integrity: Corruption of stored data 

at any level can occur. Integrity of data 

should be monitored constantly. There 

should be backups of data as well in case 

of corruption so that previous versions can 

be restored. Multiple storage and backup 

locations maybe used to make sure 

consistency and durability of data. 

8. Physical Security: As much as security of 

data is important on the software level, 

physical security is important as well. This 

includes guarding data centers at the 

hardware level, preventing insider trading 

and information sharing, not letting 

malicious persons enter premises etc. 

9. Shared Technology: When technology is 

shared between multiple organizations, 

cloud providers, users, there is an 

increased risk of threat and vulnerabilities. 

A common shared security protocol and 

policies can ensure that all transactions 

between organizations is a secure one. 

 

Cloud Security Architecture 

There is a constant evolution of cloud computing 

technologies making it almost impossible to agree 

upon the same set of guidelines and principals for 

security. It is important to do so. A base plan 

should be put in place for treating security as a 

major concern. A proper architecture to develop 

specific secure protocols and policies between 

parties is vital to data security. There should be 

necessary steps taken for involving all the parties 

in the decision making process for orchestration of 

the security policies. Firewalls, encryption, Key 

management, sign on information, security 

testing, SSL should all be discussed. Security of 

the cloud should be an automated process, 

meaning that the system should itself be able to 

manage it. The first layer is a protective one 

where the system has to detect and stop all 

intrusions, the second would be a preventive one 

where the system tries to restrict the attacker from 

gaining complete access, the third and final must 

be going offline in case of a complete breach. The 

system should be able to cutoff the connection and 

prevent any data loss if there is a complete lapse 

of security and access to all information is 

acquired by an attacker. 
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Fig. 2 Cloud Security Architecture 

[24]
 

 

Conclusion 

Security of cloud services is one of the major 

challenges in cloud computing and it is of utmost 

importance to deal with it cautiously. There 

should be no lapse in the security measures and 

necessary resources should be allocated for 

ensuring the enforcement of proper measures and 

policies. The trust between a user and vendor can 

only be made concrete if the user fully 

understands and is aware of the security measures 

undertaken by the vendor. The vendor should 

make the user aware of the security policies and 

should be transparent about how the data is 

handled in each step of cloud computing, without 

however revealing too much specific details so as 

to not compromise and jeopardize the data of the 

enter user-base of the vendor. In this paper we 

discussed the major challenges of cloud security 

like data transmission, virtualization, access 

control etc. With the progress of time attackers 

and hackers crack the existing security controls in 

place so it is important to develop and update 

existing policies time to time so as to ensure 

complete security of data. 
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