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Secured Data Sharing In Federated Cloud Environment
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Abstract

Cloud storage is an important area in cloud computing. This involves lot of process like storing large amount of
data, encryption of data and securely communicating encrypted keys with the users. Nowadays large amount of
secured data are shared in the cloud environment. Hence it is very important to maintain the privacy of secured
data. Thus the secured data is encrypted and the large numbers of keys are shared with the users. But sometimes
the user will not be able to maintain large amount of secured keys. In this journal a secured key aggregate
searchable encryption is proposed which is used for sharing a single aggregate key to the user for sharing large
number of documents in a federated cloud environment. Also the number of keyword trapdoors send to the cloud

environment by the user is also minimized in this approach.
Keywords — Aggregate key, Trap door, searchable encryption, Federated cloud.

Introduction

Cloud is an important storage environment used
for storing large amount of outsourced data.
Mostly it includes secured, personal data and
business related data. Hence privacy of the data
are very important and to ensure the privacy the
data are encrypted and uploaded in the cloud. In
addition to that authentication for every user also
provided. So that the data can be accessed by
authorized users. There may be chance for data
leakage by the user or by an ineffective cloud
owner. Also an unexpected privilege leak will
lead to data leakage.

A common approach to overcome data leakage is
that all the data are uploaded only after encryption
and the data will be decrypted by those who have
decryption keys. These clouds are named as
cryptographic cloud storage. But in these
encryption schemes only selected data are
retrieved by using the given specific keywords.
This makes it very challenging for the users to
retrieve the data stored. A general solution to this

is that the data owners will encrypt the potential
keywords and upload them in the cloud along with
the encrypted data. This process is called
searchable encryption in which for retrieving the
data the user has to send the corresponding
keyword trapdoor to the cloud for getting the data.
By combining searchable encryption with
cryptographic cloud storage the basic necessity of
security is achieved. But for millions and millions
of data implementing such a system will leads to a
tedious process and hence it is impractical. This is
because sharing of encrypted data with users
generally needs different encryption keys for
different files. So the number of keys to be
distributed to the user will be proportional to the
number of files distributed. Also these keys have
to be distributed in a secure way and also the user
has to manage the keys securely. Also a large
number of trap doors have to be generated and
send to the cloud for the user to perform search
operation.
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To overcome this a Key aggregate searchable
encryption is proposed. This scheme supports
searchable group data sharing functionality in
which the user may share a group of selective files
with a group of selective users and also allow
them to perform search over the data. There are
two requirements for achieving this. The first one
is that the data owner has to share a single
aggregate key instead of multiple keys for sharing
number of files. Secondly the user has to submit a
single trap door instead of multiple trap doors to
the cloud for searching in a number of files. These
are performed in a federated cloud rather than in a
single cloud.

Existing System

The existing system uses a searchable encryption
scheme in which the user will share a group of
selective files with the group of selective users.
This will allow the group of users who have
access to the group of files to search and access
the data. In this the data owner will share a single
aggregate key with the user instead of multiple
keys to perform the search. Also the user will
submit a single trap door instead of multiple trap
doors to the cloud for searching the files. But if
the user wants to access the documents possessed
by multiple owners then the number of trap door
increases. Also the existing process is performed
in a single cloud environment.

Proposed System

The proposed system uses a key aggregate
searchable encryption in which the data owner
will provide a single encrypted key to the user for
sharing group of files. By using these key the user
will able to access a group of selected files to
which it has access and also it provides access to
group of users. The user will send a single trap
door to the cloud for searching the selected data.
If the files are owned by multiple owners then
multiple trap doors are used. To overcome this
aggregated trap doors are proposed to reduce this.
Also instead of single cloud environment
federated cloud environment is used and these
schemes are applied on that.

Federated Cloud

A federated cloud is the combination of multiple
external and internal clouds services. Union of
smaller parts that perform a common action is
called federation. In this way businesses will use
local cloud providers to connect with customers,
partners and employees anywhere in the world.
Using federated cloud the end users gain promise
of the cloud. And, it’s how data center operators
and other service providers will finally be able to
compete with, and beat, today’s so-called global
cloud providers.

Federated CIoud/
N

«»H

MODULES

Uploading of data in cloud
Generally large amount of data are uploaded in
cloud by service providers. These data has to be

securely stored in the cloud environment to
protect it from hacking.
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Data Encryption

Encryption converts the data in to other form
called cipher text. This cipher text cannot be
easily understood by users except those are
authorized. The primary purpose of encryption is
to protect the confidentiality of data stored on
computer systems and those data that needs to be
transmitted  via  the internet. Modern
encryption algorithms play a vital role in the
security they not only provide data confidentiality
but also provides authentication and integrity.

Searchable encryption

For accessing the encrypted data the data owner
has to provide a single encrypted key to the users.
The user has to securely store and by using the
key the user will be able to access the group of
files to which it has access. The user will also
provide access to the group of other user to the
access is given.

Creation of Trap door

For accessing the group of files the user has to
send a trap door to the cloud. For accessing
multiple files multiple trap doors are used. Hence
an aggregated multiple trap doors are used.

Conclusion

These modules are used to share the data to group
of users in federated cloud environment by
reducing the generation of n.umber of trap doors
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